2022-06-13 TSWG Meeting Notes
Meeting Date

® 13 Jun 2022

Zoom Meeting Link / Recording

® https://zoom.us/rec/share/ghCvC_bWm8eFxIuPnkEXbMEWTNJ-vgzR5ngSUF6waKeaONFwr2M_gH_cUrbdpstU.Qek-8JzbCFBuJmoq

Attendees

sankarshan
Judith Fleenor

Darrell O'Donnell
Drummond Reed

Kiran Addepalli, ADIA
Abbie Barbir, ADIA
(another ~12 attendees whose names were not recorded)

Main Goals of this Meeting

A special presentation about The ADI Association from Kiran Addepalli, Co-Chair of the ADIA Technical Working Group and VP of engineering of Digital

Trust Networks.

Agenda Items and Notes (including all relevant links)

Ti  Agenda Item

me
3
m ® Start recording
in ® Welcome
& antitrust
notice

® Introduction of
new members
® Agenda review

2 Review of Action
m  Items from the
ins' previous meeting

5 | Task Force Reports

Lead Notes

Chairs
® Antitrust Policy Notice: Attendees are reminded to adhere to the meeting agenda and not participate in activities prohibited
under antitrust and competition laws. Only members of TolP who have signed the necessary agreements are permitted to
participate in this activity beyond an observer role.
* New Members:
Chairs

ACTION: Wenjing Chu and Vikas Malhotra to draft a wiki page for the charter of an Al Identity Trust Issue Task Force.

© The charter has been published: Al & Metaverse Technology Task Force (DRAFT)

© ACTION: Members of TSWG to review the draft charter for the Al & Metaverse Technology Task Force for discussion and
action at the next meeting.

© ACTION: Drummond Reed to schedule this review for the next meeting.

TF We skipped TF reports in this meeting to provide more time for the ADIA presentation.
Leads


https://zoom.us/rec/share/ghCvC_bWm8eFxIuPnkEXbMEwTNJ-vgzR5ngSUF6waKea0NFwr2M_gH_cUrbdpstU.Qek-8JzbCFBuJmoq
https://wiki.trustoverip.org/display/~darrell.odonnell
https://wiki.trustoverip.org/display/~drummondreed
https://wiki.trustoverip.org/display/~sankarshanm
https://wiki.trustoverip.org/display/~jfleenor
https://adiassociation.org/
https://wiki.trustoverip.org/display/~wenjing
https://wiki.trustoverip.org/display/~vmalhotra
https://wiki.trustoverip.org/pages/viewpage.action?pageId=19657312
https://wiki.trustoverip.org/pages/viewpage.action?pageId=19657312
https://wiki.trustoverip.org/display/~drummondreed
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Chairs

Kiran's full presentation is attached here. See also screenshots #1 thru #14 below.

U

ADIA Tech Architecture - TolP pdf

The topics Kiran covered included 1-4 of the list below

1. ADIA Directory Services

2. Digital Address and how do you get one

3. Relationship between core entities

4. Credential Metadata — What is stored and where
5. DIDComm extensions

6. Policies and customizations

Darrell asked about next steps. The next meeting with the ADIA team is this coming Thursday, 16 June, at 11:00-12:00 PT / 18:00-19:
00 UTC. It will focus on the business and governance structure of ADIA.

A subsequent meeting on the ADIA protocol stack and how it fits with the TolP stack will be scheduled as soon as it is convenient.

Screenshots/Diagrams (numbered for reference in notes above)
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Alias to a User or an Entity’s DID issued by a trusted Digital Address Issuer.
Digital Address Looks like kiran.addepalli.us@dtx [US-> Country of Residence, DTX -> Identifier of the Interchange]
May be modified by the User N

Cryptographic Hash of the ID-Attributes used to check uniqueness.
Non-biometric information.
Not persisted on the Ledger

The Digital Address Service the User or Entity belongs to.
HomeDAS

N N
Assurance Level associated with the Issuer, Verifiable Credential issued by the Issuer and the
User

y .
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Relationship between Core entities
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Digital Address +
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Create a Digital Address
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Identity Proofing
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Authentication and Device
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Digital Address has a one-to-one mapping with a
Person/ User.

Each DA/DID has a 1-to-1 relationship with a Trust
Anchor. The Trust Anchor is not derived from any User
attributes.

The HIDA is generated by an Issuer Agen;
User identity attributes,

The Primary DID remains constant thri
lifecycle of the User
Each User DID has a pairwise DID for i th
other entities to avoid correlation.
The Digital Address may change bu
time, there is a 1-to-1 mapping wi
DID !
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Each VC is related to one Credential Schema
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Assurance Level is determined. This is de
policy at the ADIA Global Directory.
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Service Providers

Verify Credentials

Define rules to verify the
user based on one or
more claim attributes in
the Verifiable Credentials
Conforms to a Credential
Schema
Cryptographically verify
information about the
user and Issuer




How is a Digital Address Created
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Name: Halley lannelli

Date of Birth: 06/22/1960
Country of Residence: US
SS8N: 507-37-1589

HIDA ~ Hashed ID Attributes

DAS - Digital Address Provider

ARD — ADI Regional Directory

AGD - ADI Global Directory

TA — Random number associated with HIDA
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Identity and VC Lifecycle
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Data resides at the source systems and does
not cross system boundaries.

Transform the raw datasets into Verifiable
Credentials (VC) published by the ADIA Global
Directory, ADIA Regional Directory
Interchange or custom schema d
Tenant.

Digitally sign the VCs using the |
and publish them to encrypted
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Interchange (Identity Escrow
Publish the VC metadata to
Provide access to the VC metadata using Al
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keys.
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DAS, Service Providers and
Issuers
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Service Providers and
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the AGD

Off-Ledger

* Organization Details and
Primary Contacts for ARDs,
DAS, Service Providers and
Issuers
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Policy Management and Compliance

* Credential Schema - Entities may define
custom schemas or extend from the
hierarchy chain,

« Credential Templates (Presentation
Templates) - Customized presentati
templates on a per issuer per sch

* HIDA policies - Global and Regiol
that define the minimum numb
attributes required and their
Level mapping. This is further
the Progressive HIDA use cas,

* lIssuer Assurance Level Poli
that define the Issuer , typ
they are allowed to issue
corresponding Assurance

* Data Retention Policies - Poli
audit data retention based
compliance region.

Additional policies relating t
discovery policies will be refi
releases



Detecting Bad Actors

Governance Policies
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* Interactions are limited to certain
entities by design

* |Implementations may be using
DIDComm or REST APIs
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Advancement areas

i)

B Ability to present VCs offline when no network is available

* Split core identity to be on device and non-identity credentials in the Cloud walleﬂ

* Credential Schema and Content development in different regions.
» Zero-knowledge proofs

Association

Y/



Decisions

None

Action Items

ACTION: Members of TSWG to review the draft charter for the Al & Metaverse Technology Task Force for discussion and action at the next
meeting.

ACTION: Drummond Reed to schedule this review for the next meeting.
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