2022-02-17 TATF Meeting Notes
Meeting Date & Time

® 17 Feb 2022
© NA/EU 07:00-8:00 PT / 15:00-16:00 UTC
© APAC 1:00-2:00PM PT / 21:00-22:00 UTC

Zoom Meeting Links / Recordings

® NAJ/EU Meeting: https://zoom.us/rec/share/tOM1QgTf2Wifd3EIQQgYi-xYKZkzxMxIZWi9K5FhiBtIxJKb76H4Cn5pEoenMQly.swstWDUFv_gET20A
® APAC Meeting: https://zoom.us/rec/share/wWXVWxMUkBgz00OXQzPanvdc2M75qJMHfDi4TzwAVj9Y4dJCUj2Kew_R5CKzgkhXF.
FaubiEuiXUjGpoBs

Attendees

Drummond Reed

Darrell O'Donnell

Phil Feairheller

Rodolfo Miranda - working on an open source variant of Hyperledger Aries for Cardano
Lance Byrd - also on that team working on Roots Wallet, funded by Cardano
Vlad Zubenko - in charge of emerging technology in education for ETS
Jiangang Hao - ETS

Daniel Bachenheimer

Phil Feairheller

Tim Bouma

Wenijing Chu

Bart Suichies

Isaac Henderson

Antti Kettunen

Main Goal of this Meeting

1) Review the proposed consolidated Communication View and Data View of the TolP Protocol Stack Diagrams, 2) Review the start of
the TolP Technology Architecture Specification spec draft in "storyline format".

Agenda Items and Notes (including all relevant links)
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Updates of general interest to TATF members.

Design Principles for the TolP Stack in the All-Member meeting
DID Conference Korea 2022 next Monday Korean Time - registration link: https://www.eventbrite.com/e/did-conference-korea-2022-tickets-
262517044547?aff=ebdsshdestsearch
Daniel Bachenheimer reminded us that a TolP blog entry went live yesterday about digital identity and governments (inspired by the
controversy over IRS and ID.me).

©  Another blog will be going up next week on zero-trust architecture

© Thank you to Dan and Jim St.Clair
EU Digital Identity Wallet Tender is coming, Feb 22 2022 - https://bit.ly/3JBBeQU. Scope is around implementation of the revised eIDAS
regulatory framework by public and private sector service providers to exchange digital ID credentials in several member states and (at least)
4 large scale pilots to test the deployment of the European Digital Identity Wallet in priority use cases and regarding the once-only principle
under the Single Digital Gateway regulation. These pilots will deploy the European Digital Identity Wallet in national elD ecosystems by
Member States.

ACTION: Drummond Reed to work with Samuel Smith to describe a "thinner layer" approach than what is expressed in diagram #1 below.
© Drummond explained that this needed to be deferred to next week.

We discussed the proposed consolidated technical protocol stack diagrams:

Communication View (and #1 below)
Data View (and #2 below)
Consolidated Primitives View (#3 below)

Discussion notes:

Wenjing Chu offered to write a "reference view"
ACTION: Wenjing Chu to prepare a "reference view" diagram of the TolP stack to present next week
Daniel Bachenheimer pointed out that the term "key management" really only applies to Layer 2 because that is where the digital wallets live
that handle key generation and local storage and the digital agents that then call the Layer 1 interface protocols (e.g., DID resolution or KERI
tunnels) to register key material with Layer 1 verifiable data registries (VDRS).
Antti Kettunen pointed out that Layer 1, in the third view, could start to look like a "trash pile" of different ways to store the cryptographic
primitives.
Drummond Reed explained about the DID URL Resource Parameter Specification.

© This can standardize the interface for Layer 1 to return any necessary cryptographic primitive
Bart Suichies looks at the layers from a different perspective.

© In the EU there is a discussion about certification of 450K endpoints

© Layer 1 should not be just a storage layer

© Does key management really reside at Layer 2?

© Drummond asked Bart if he wants to create a "view" of the stack
Wenjing Chu advocated that our job is to define the standard interface to Layer 1 and then let the market decide which implementations will
survive in the market
Daniel Bachenheimer said "If Layer 1 (VDR) is to cover CENTRALIZED schemes as well (e.g., Certification Authorities) then Key
Management would fit"
Darrell O'Donnell agreed with Dan on that point — that the TolP stack can accommodate the existing PKI solutions
ACTION: Drummond Reed will add the point about "accommodating legacy approaches" into the narrative of the storyline deck (see below).

APAC

Other ways of doing key management (e.g. sidetree protocol). Rodolfo Mirandaworked on Cardano Sidetree (sidetree-cardano repo: https://git
hub.com/rodolfomiranda/sidetree-cardano)

"are we dependent on KERI" - no, but there are pieces in KERI that are valuable.

Wenjing Chu We need to look at decomposing the pieces and then look at what problems each component are trying to solve - what have
they solved, what problems have been introduced.

Alex Tweeddale "could you use KERI ACDC credential on top of another ledger"

Wenjing Chu look at Layer 2 - what is the bare minimum there (e.g. can you do an untrusted Layer 2 and make progress)

Neil Thomson Define the architecture by interfaces, driven by "what problem does this solve". What are the atomic "services" which are used
to compose solutions.

See this Google Slides deck which is a storyline treatment of the TolP Technology Architecture Specification (also a Google doc at this stage).
Drummond walked us through this format and the starting sections he has drafted.

ACTION: Drummond Reed — and any other TATF members — to fill in more sections of the storyline deck for next week's call.
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Screenshots/Diagrams (numbered for reference in notes above)

#1

TolP Applications

TolP Layer 4 -

KERI-X
o Layer ’ - _

Communication View

Unrelisble Reliable
Comnection Less Comnecton Criented
TolP spanning KERI .
layer {'neck?) DIDComm (with CESR) D3, TFTP et HTTE, FIP et Application Layer
BT veves | [ Soeams aMesanges
Transport
Usgy Det: Congal Tr
Broment Bromnes] msport Layer
User Datagrams TCP Packets
/ TCP/IP spanning [niternet
TolP Layer 1 -'-f< layer ("waist") - Protcol Intenet Layer
I IPDatagrams
Netwark
Access Netwak Access Layer
] ¥

h Verifiable Data Registries - - _ -
M source: httpsoiwww.wd org'Pecple'FrystykihesisTeplp him|

#2
TolP Layer 4 - TolP Applications Data View
DIDComm KERI-X
TolP Layer 3 - Protocols

TolP spanning
layer (“neck”™) e Joie i {\VI'I:I‘I CESR}

DID Resolution

Anchored Data:

DIDs

TolP Layer 1 < DID Documents
Schema Definitions
Credential Definitions
Revocation Registries
etc.

L

\. Verifiable Data Registries

#3



Layer 4

(Ecosystems)

Layer 3

(Composable
Trust Tasks)

Registries Executable Governance Applications
Credential Payment Protocols Messaging
Exchange Protocols (KYC, AML, token Protocols

(chat, message bus)

(Issue, Offer,...) exchange, fiat ...)

Streaming Data
Protocols
(media, etc.)

Other Data Exchange
Co-Protocols

Base Co-Protocols

The "narrow waist" looking up needs

ﬁ to support a rich set of composable
protocols for specific trust functions.
L(gxeiirnz DIDComm
cM“ecﬁag“s) The "narrow waist" looking down (connect)

means trust primitives and lower level

protocols (eg transport) are

abstracted.

Signing Key Encryption Binding Storage

Layer 1 management
(Te;:"mi‘i:ﬁ:s’;l st BART: This layer is intentionally missing a lot of details on where exactly KERI, DIDs,

Decisions

®* None

DID-Docs, BBS+, Credential formats, DidAuth, etc need to sit. Think it’s key to align
on the primitives first.

Action Items

ACTION: Wenjing Chu to prepare a "reference view" diagram of the TolP stack to present next week
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ACTION: Drummond Reed will add the point about "accommodating legacy approaches" into the narrative of the storyline deck (see below).

ACTION: Drummond Reed — and any other TATF members — to fill in more sections of the storyline deck for next week's call.

ACTION: Bart Suichies to prepare presentation detailing some of his perspective on the protocol stack
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