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Pillars of Transparency and Authenticity
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Detection

Policy

Education

Provenance



Provenance
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The basic trustworthy facts 
about the origins of a piece of 
digital content (image, video, 
audio recording, document)



Provenance
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Proving what is real (as opposed 
to detecting what is false)
‣ Creators

‣ News media

‣ AI-generated content

‣ E-Commerce

‣ Insurance

‣ Auditing

‣ Medical/Scientific 

‣ Satellite imagery

‣ Law enforcement‣ Brand reputation

‣ Election Integrity



Content Credentials
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1.  
Capture
Work with 
manufacturers  
to integrate CAI into 
smartphones and 
cameras.

2.  
Edit
Integrate CAI into editing 
tools, both Adobe 
products  
and others.

3.  
Publish
Publishing systems 
maintain CAI metadata 
throughout their platforms.

4.  
Trust
Clear & universal user 
experience reveals 
provenance 
information.
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1.  
Capture

2.  
Edit

3.  
Publish

4.  
Trust

Work with manufacturers  
to integrate CAI into 
smartphones and 
cameras.

Integrate CAI into editing 
tools, both Adobe products  
and others.

Publishing systems 
maintain CAI metadata 
throughout their platforms.

Clear & universal user 
experience reveals 
provenance information.

Viewing content credentials       at any point in the content’s journey  
shows what (if anything) was done to change the asset.
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Content Credentials





What about AI?
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Secure Metadata
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What was done 
to an image, by 
whom, when etc.

Bundle of 
assertions,  
asset hashes 
& digital 
signatures

Cryptographically 
bind assertions to 
image using 
unique codes

Assertions Asset Hashes Content Credential



Secure Metadata Location
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Can be stored in 
the file

Distributed 
ledger

Stored in the 
cloud - with 
pointer from file to 
cloud. Thumbnail 
of file stored for 
recovery of 
Content 
Credential

File Cloud Blockchain



‣ Standards organization

The Coalition for 
Content Provenance 
and Authenticity (C2PA)
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‣ Within Linux Foundation

‣ Adobe on Steering Committee 
& Chairs TWG

‣ V1.0 C2PA Specification 
Released on Jan 2022
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All have announced implementation 
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Open-source tool 1:
JavaScript UI Kit
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Implementors will use to

Install to create, verify and explore content credentials
on your command line. Or wrap it into a service to quickly 
equip your processes to interact with content provenance.

Display Content Credentials on  
your site or app

Link Content Credentials displayed on 
your site or app to Verify



Open-source tool 2:
C2PA Tool
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Implementors will use to

Everything you need to develop rich, browser-based 
experiences with content credentials.

Display Content Credentials on  
your site or app

Link Content Credentials displayed on 
your site or app to Verify

Write Content Credentials data into files

Quickly create and inspect Content 
Credentials data



Open-source tool 3:
Full SDK
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Implementors will use to

Develop custom applications across desktop, mobile, and 
services that create, verify, and display content credentials 
via our powerful Rust library.

Display Content Credentials on  
your site or app

Link Content Credentials displayed on 
your site or app to Verify

Write Content Credentials data into fi

Quickly create and inspect Content 
Credentials data

Customize displaying and creating 
Content Credentials data, with the full 
power of the specification

Deploy on Web, mobile, and desktop
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3 key areas of focus

Open Standards 
Specifications

Advocacy & 
Education

Implementation & 
Member 
Collaboration



Join Us


