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@ Demonstration of a criteria search solution for decentralised data

Our project submission

The Human eSSIF-Lab First
Colossus Business-oriented

Foundation Open Call

Project Funded

Project Name:
. Dynamic Data Sharing Hub
April 2020 with Consent Flow

Project Submission cover sheet

Project Description:

a nine month project to build a
data sharing hub allowing to search
multiple sources with privacy-by-
design and consent-by-design
architecture
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@ Demonstration of a criteria search solution for decentralised data

What you should take away from today

Made
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...... __ By DDSH 2 layers search with

Subject - TDA - . - e s
g @ Privacy-and-Consent by design + ; +

DDE

Purpose-based
Service Provider

Insights-based
Service Provider

and ) -

Multistakeholder '

Data Governance | |‘ , -
: gt A
T -// - |
P B

TDA ! gmm;m» Aseum
| Q. Phatal walle) S w
I
|

[T

NEXT
GENERATION
INTERNET

HUMAN COLOSSUS @@@
FOUNDATION



@ Demonstration of a criteria search solution for decentralised data

Technical demonstration focusing on DDSH

A. Introduction (data transformation pipeline)

(¥ FHIR Schema

1

Data Transformation Pipeline

>

OCA objects

2

Authentic Data Flows

1 OCA Repository

Hospital W3C Verifiable Credential
Provide a vaccine and other health
Information OCA Repository
. — ®
AHL7FHIR W3C
o/
| ACDC
B. Technical Demo [
2 Authentic Data Flows h 4
DSH

3 Criteria Search
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Vaccine Credential

» OCA Repository

TDA

with consent

3

Criteria Search

With Privacy-And_Consent by Design

4

Criteria Search
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@ Introduction -Data Transformation Pipeline

The ® e o Transformation Pipeline
GOOD HEALTH PASS

Health Domain * Travel Domain

Health
Authority Issuer Issuer Holder Verifier
GHP minimal
data request
-
GHP
GHP
Biz - Dynamic BBS+
Health | Logic ! fett—ipp| health Sty health
Records Rules cred- generation
Engine ential pass x
4
GHP BBS+
* one or more, * one or more proof
may be digital may be digital :
or paper or paper

Trust Registries MAY be Trust Registries MUST be

GHP-compliant GHP-compliant
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@ Introduction -Data Transformation Pipeline

The ¢«

¢ © Transformation Pipeline

GOOD HEALTH PASS

MHL7

FHIR

Release 4

“transient objects such as credentials and passes can
be easily resolved into multiple languages”

§
Information =

Character

Capture Base

OCA
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Verifiable Credentials Data Model 1.0

© HUMAN COLOSSUS FOUNDATION
CREATIVE COMMONS 4.0

O®O



Introduction -Data Transformation Pipeline

. 00000 ©

GOOD HEALTH PASS

Transformation Pipeline

Semantic Data Pipeline

FHIR Validation,
Security Labels and
Consent obligations

are applied

[ CVC Mapping : vax cert, proof of test, proof of recovery

( | WHO Mapping : vax cert, proof of test, proof of recovery

'EU Jurisdictional Mapping : vax cert, proof of test, proof of recovery

General purpose

T

FHIR ConceptMap
or Template (e.g

Handlebars)

GHP "Purpose of Use" vax cert, proof of test, proof of recovery VC's

Input ( ) 4 )
Pre-process FHIR JSONLD
bundle - - in
from FHIR mapping
|_data source Create FHIR Generate OCA
CSvV — — Bundle schema base
] \ p . andoverlays

¢

FHIR JSONLD R
context I

~

-

4 tbheat N 4 N 2 \
5.“)5[(_ N Vocabulary and E Transformation E
extraction Jurisdictional b 1

- mapping o :

Use case ' Generate target §
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. y mapping E vocabulary E
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JSONLD
Framing spec

.

1

JISONLD
context
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» OCA artifacts ; -
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Pipeline Provenance and Audit Events
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@ Demonstration of a criteria search solution for decentralised data

Live Screenshare by Robert

Technical Demo by Robert Mitwicki

. 1
Part 1 5 minutes Data Transformation Pipeline
What you will see
- OCA Repository . y .
- The power of OCA forms FHIR Schema > OCA objects ‘ OCA Repository

- Consent Form
- Internationalisation through
language overlay

2
Authentic Data Flows

- TDA =you in the Digital Space
- Your access to services ACDC < Vacqine Credential

- Patient - Doctor SSI with consent
Guardianship

» TDA 3

Criteria Search
With Privacy-And_Consent by Design

» https://github.com/THCLab/tda-cloudagent-python (4

Y
» hitps://github.com/THCLab/agent-api-spec [£
+ hitps://github.com/THCLab/agent-acceptance-tests [ DSH »  Criteria Search
» https://qgithub.com/THCLab/tda-web-client [
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@ Demonstration of a criteria search solution for decentralised data

Live Screenshare by Robert

Technical Demo by Robert Mitwicki

Part 2 5 minutes 1
Data Transformation Pipeline

What you will see
- Verifiable Credential Generation
- From Industry standards to

W3C through OCA

FHIR Schema > OCA objects » OCA Repository

: 2
& Authentic Data Flows

- Authentic Data Flows
- Interoperability without DIDs
- Security
- Provenance assurance
- Self-ldentified Container (VC,
Data)

Vaccine Credential
with consent

» KERI

| Criteria Search
\ h Privacy-And_Consent by Design

» https://github.com/decentralized-identity/keriox (4

» ACDC
»  Criteria Search

» hitps://github.com/THCLab/acdc-rust [

» https://github.com/THCLab/keri-python-ffi [
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Live Screenshare by Robert
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@ Demonstration of a criteria search solution for decentralised data

Live Screenshare by Robert
Secret Sauce of Dynamic Data Sharing Hub

Technical Demo by Robert Mitwicki

1
Data Transformation Pipeline

Part 3 10 minutes

FHIR Schema > OCA objects » OCA Repository

What you will see

- 2 level criteria search:
- Semantic level (OCA)

2
- Data Ie\{el (ACDC? Authentic Data Flows
- A Data sharing hub with > L 4
, ) [ ] [ ]
10°000 clinical trials ACDC < Vaccine Credential < TDA
- An example of criteria search with consent
Y Criteria Search
» DDSH criteria search » With Privacy-And_Consent by Design

» https://github.com/THCLab/oca-graph-search [£

»  Criteria Search

» https://github.com/THCLab/oca-graph-search-frontend ([
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Data Sharing Hub Dashboard

Live Screenshare by Robert
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DSE as a criteria search solution for decentralised data - Technical Demo

eSSIF DDSH Team
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Dynamic Data Economy

for all
Stem Cells Contact

Decentralized Authentication

robert.mitwicki@humancolossus.org

Decentralized Semantic

paul.knowles@humancolossus.org

Decentralized Governance

philippe.page@humancolossus.org

The Human Colossus Foundation
Home for Synergies
bringing
Data Sovereignty
to all economic actors
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