¢
I

JYVASKYLAN YLIOPISTO
UNIVERSITY OF JYVASKYLA

Blockchain Governance Compass
University of Jyvaskyla, Finland

Gabriella Laatikainen,

Taija Kolehmainen, Juha-Pekka Tolvanen, Pekka Abrahamsson

TrustOverlP Ecosystem Foundry Working Group Meeting
25.3.2021



'8 Early thoughts to develop a tool for collaboration and
brainstorming based on theory...

Use Case Description

* The first idea was to create a web application similar to the o e —
Business Model Canvas, to model blockchain ecosystems at a bird )

eye VIEW BLOCKCHAIN GOVERNANCE COMPASS

* The tool could help ecosystem orchestrators to design and

BUSINESS ASPECT . TECHNOLOGICAL ASPECT  LEGAL & REGULATORY ASPECT
operate their ecosystems built around decentralized ledger : " il ‘ ptnt : e e et | Lagen sy i
technologies kLB S, S = =
* Then we found Domain-Specific Modeling (DSM) more suitable e s S o -
for this task as DSM enables code generation and automatization; | | 5= =
it also allows the use of domain-specific concepts — - e, |EEER X
* The language Is currently in the first evaluation phase, the second | === = o - . '
phase of the development is planned ) i 34, EEEET
- The tool was evaluated by 37 SSI ecosystems designed by the = e ‘. -
students of a course at the University of Jyvaskyla m D i B
- We modeled a couple of real-world ecosystems RO



Domain-SpeCifiC MOdeling (By Juha-Pekka Tolvanen)

DSM
Modeling in system development Separate
code _ _
e Complex ‘ Model ‘ Model
- many levels of change, overwhelming
amount of detail, different views
* Uncertain
Code Code
- why to change, what to change, how to

change
* Contextual and contingent

- past history, development group, ‘F':::ShEd\ Finished
domain, technology ‘ Ernglus(—|
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% Why domain-specific modeling? sy juha-Pekka Tolvanen)

» Captures domain knowledge (as opposed to code)

- Raise abstraction from implementation world

- Uses domain abstractions " - :
The entire history of

software

engineering is that of
the rise in levels
* Lets developers design products using domain terms of abstraction"

- Apply familiar terminology
- Solve the RIGHT problems

- Solve problems only ONCE! (directly in models, not again by writing
code, round-trip etc.)

- Applies domain concepts and rules as modeling constructs
- Narrow down the design space

* Leverages in-house expertise to build automation
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3 DEflnlng a DSM solution: Steps (By Juha-Pekka Tolvanen)

1. Identify abstractions
« Concepts and how they work together

2. Specify the metamodel (abstract syntax)
* Language concepts and their rules

3. Create the notation (concrete syntax)
* Representation of models

4. Define the generators (semantics)

« Various outputs and analysis of the models

The process is iterative:
* Define part of language, model with it, define more...
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¢ Blockchain Governance Compass: example

%3 Blockchain Governance Compass: Verifisble Organizations Network [TECHNOLOGY], 22. February 2021, 15:21 - O X
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% Developing the BC Governance Compass Language

* The objective was to build a domain-specific language for modeling ecosystems
bullt around decentralized ledger technologies

- A model should have the following characteristics: abstract, understandable, accurate,
predictive and inexpensive.

- Provides a set of domain concepts to discuss the system under development

- Automatic rules to assure that some relevant aspects are defined (e.g. mandatory data,
unique data, compulsory relationships)

* Implemented in MetaEdit+, a tool for DSM, available at https://metacase.com/

[1] Selic, B. (2003). The pragmatics of model-driven development. IEEE software, 20(5), 19-25. JYU SINCE 1863. 13.4.2021 7


https://metacase.com/

'8 BG Compass Language Building Blocks: General Elements

e I — L L
I I I I
Govern.ance Business Container Technology Legal & Regulatory General Elements
Container Container Context Container
e Actors and roles e Business activities e Architecture e Laws, acts and e Comment
¢ Rights, rules and ¢ Financial aspects e Services and their regulations e Joker
responsibilities components e Standards e Relationship (is,
¢ Incentives e Data e Agreements has, uses,
provides, applies

to, complies with,
is associated with)
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% BG Compass Language Building Blocks: Governance

% Actor An entity who is capable of performing Individual, business, organization, community or
behaviors or activities in the ecosystem. authority, etc.
Role A characteristic set of behaviors or activities Non-monetary could be e.g., reputation,
Oj] undertaken by ecosystem actors. visibility, shared norms, gaining experience,
networking, collaborating, etc.
Incentive Motivational factors of the actors or roles to Verifier, issuer, holder, developer, etc.
take actions. Type: Monetary/Non-
monetary
Right A right or privilege to perform a certain Access, development, voting, decision,
behavior or activity. ownership, control rights, etc.
Rule A regulation or principle that governs Development or governance rules, etc.

conduct in the ecosystem.

Responsibility A behavior or action that actors or roles can E.g., maintain a node.
be held accountable for.
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BG Compass Language Building Blocks: Business

+6

Business
Activity

Cost Factor

Revenue
Model

A collection of business behavior that an actor or role
can perform to create and capture value.

A financial representation of a cost incurred due to
an asset, resource, activity or service necessary for
value creation or capture. Type could be
fixed/variable.

Could be e.g., marketing, node hosting, providing

specific services, development, sales,

production/manufacturing, accounting, logistics, etc.

ich an actor or a role captures value. Additional

properties:

e Base (cost, value, competition),

» Temporal rights (one time payment, monthly or
annual fee, pay per use),

* Type (service fee, advertising, micro-payments,
other)

Individual, business, organization,
community or authority, etc.

Hardware costs, cloud costs,
coordination cost, migration cost,
training costs, sales costs, search costs,
negotiation costs, etc.

Usage fee, subscription, licensing,
advertising, micropayments, etc.
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% BG Compass Language Building Blocks: Technology

lcon [ Name L Desrpion —————————————Joamples

Platform In this context, a platform refers to technological Corda, Ethereum Enterprise,
ES ?43] architecture (tools, libraries, and reusable components) Hyperledger Indy, etc.
g that facilitate value creation.

o Framework Software libraries (components, interfaces and tools) Exonum, Hyperledger Fabric,
that enable the development of a technological solution. Openchain, etc.

<:> Middleware Software that facilitates the integration of different E.g., Chainlink
components within a unified interface.

g Application A technological component that is built to encapsulate E.g., mobile phone applications
and perform a functionality.

Service An explicitly defined exposed technology behavior. Agency services, value

Different network services. tokenization, etc.
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% BG Compass Language Building Blocks: Technology

lcon [ Name | Descrpion ————————[parples

Smart Contract A piece of code that represents a self- Rule validation, identity implementation,
executing digital contract. They are credential revocation, credential issuance, etc.
automatic rules that are embedded into
technology.

Consensus A fault-tolerant method of authenticating Proof-of-stake, proof-of-work, decided between

Mechanism and validating a value or transaction on a nodes, etc.
distributed ledger.

Data Object The collection and retention of digital A verifiable credential (VC), public DIDs, e-
information. Additional property: Type receipts, etc.

(credential, token, other).
Data Storage A data object represents a piece of Off-ledger (business) databases, public
@ information structured for automated databases, wallet, etc.
processing.
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'8 BG Compass Language Building Blocks: Legal &
| Regulatory Context

N R T 7 S

Law, act, or A set of rules created and enforced through Payment institution act, national laws, GDPR,
K regulation social or governmental institutions to etc.
— regulate certain aspects or behavior in the

ecosystem. Additional type: Regulation, Law

or Act.

guideline or requirement that serves to
ensure compatibility, safety and quality of
certain aspects or components of the
ecosystem.

ﬁ Standard A set of specification, established norm, Technical standards, industry standards, etc.

5 Agreement Legally enforceable contract among Trade agreements, business contracts among
ecosystem actors. the actors, foundation bylaws, etc.
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'8 Modeling an Example Ecosystem:
| Introducing Verifiable Organizations Network

* The goal: To enable organizations to conduct
business online in a trusted manner.

* The big challenges:

— a lack of services issuing verifiable

credentials about organizations, “‘We aim to create a trusted digital network of

verifiable data about organizations, which is
globally connected, interoperable, secure, and
easy to join.”

- a lack of organizations with the ability to
hold verifiable credentials about themselves.

* The VON project is bootstrapping the trust
attribute of the SSI approach for organizational
entities.

https://vonx.io/about/
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Modeling an Example Ecosystem:
Introducing Verifiable Organizations Network

SERVICES

PUBLIC SAFETY

IDENTIFIER
REGISTRY

https://vonx.io/getting_started/von-overview/

Types of VON participants (participating in VON or
operating components of VON)

- Authoritative Public Registries
- Permits and Licenses Issuers
- Registration, Permit and Licence Verifiers

Why would they want to join the project?

~ Users do not need to re-type the information for
each service

- The information always comes from a trusted source:
* |ssued by the issuer
* Issued to OrgBook
* It has not been forged
* It has not been revoked
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& Future plans

- At the moment, we are evaluating the language by modeling more real
world ecosystems - do you have one that could be modeled?

« Currently the language is a planning and collaboration tool -> we would like
to develop it further and transform it into a real governance tool
* Code generators allows us to generate code from the model

- That is, people without technical knowledge could use this tool to design and automatize
governance rules in the ecosystem

Thank you — Please comment and ask questions!
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Thank you!

Questions and comments?

Since 1863.

13.4.2021



