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Outline of the talk

1. Who is IEEE; the 6 types of standards (Thomas, 5min)
2. What is Open Standards (why we went Open; what it 

means for you) (Thomas, 1 min)
3. What’s P2145 about; our deliverables (Thomas, 5 min)
4. Lexical subgroup - its purpose (also: design patterns) 

(KPL + Savita, 10 min)
5. Reputation - its purpose and deliverables (Hayley, 5 min)
6. Interop - its purpose and deliverables (Denise + Savita, 5 

min)
7. Layer Model / Process Model / Maturity Model 

proto-subgroups (Thomas, 3 min)
8. Q&A



Standards and the Cynefin Framework

Modest level of 
standards are 
appropriate: 

● Guides
● Practices
● ...plus Terminology

Lowest level of 
standards is 
appropriate: 

● Terminology

Highest level of 
standards are 
appropriate: 

● Test method
● Specification
● Classification
● ...plus Guides, 

Practices, and 
Terminology



Product 
Standards 
can Hurt on 
this side 

Product 
Standards 

mostly Help 
on this side  



So
u

rc
e:

 S
im

on
 W

ar
d

le
y 

(h
er

e)

https://medium.com/wardleymaps/a-smorgasbord-of-the-slightly-useful-2498a1163dd6


The Role of 
IEEE-SA

In Blockchain 
Standards



IEEE is a Global Member Network

423,000 Members in 
180+ Countries

across
6 Continents

Purpose: to foster technological innovation and excellence for the benefit of humanity 



IEEE: Institute of Electrical and Electronics Engineers

IEEE Standards Association:
● A leading consensus building organization that nurtures, 

develops and advances global technologies, through IEEE
● Over 1,200 active standards under development
● Standards development process is open to members and 

non-members
Examples:
● Electrical Safety codes
● USB connectors
● 802.11 WiFi, 802.3 Ethernet
● Aerospace, Antennas, AI, Engineering in Medicine, 

Information Theory, Nuclear and Plasma Sciences, Robotics, 
Ultrasonics...



IEEE-SA: 55+ Standards Efforts in Blockchain/DLT9

Published Blockchain/DLT Standards:
● P2140.1-2020 - IEEE Standard for General Requirements for Cryptocurrency 

Exchanges
● 2140.5-2020 - IEEE Standard for a Custodian Framework of Cryptocurrency
● 2143.1-2020 - IEEE Standard for General Process of Cryptocurrency Payment
● 2418.2-2020 - IEEE Approved Draft Standard Data Format for Blockchain Systems
● P2144.1-2020 - IEEE Standard for Framework of Blockchain-based Internet of 

Things (IoT) Data Management



IEEE-SA: 55+ Standards Efforts in Blockchain/DLT10

Standards Under Development (1/3):
● P2140.2 - Standard for Security Management for Customer Cryptographic Assets on Cryptocurrency Exchanges
● P2140.3 - Standard for User Identification and Anti-Money Laundering on Cryptocurrency Exchanges
● P2140.4 - Standard for Distributed/Decentralized Exchange Framework using DLT (Distributed Ledger Technology)
● P2141.1 - Standard for the Use of Blockchain in Anti-Corruption Applications for Centralized Organizations
● P2141.2 - Standard for Transforming Enterprise Information Systems from Centralized Architecture into Blockchain-based Decentralized Architecture
● P2141.3 - Standard for Transforming Enterprise Information Systems from Distributed Architecture into Blockchain-based Decentralized Architecture
● P2142.1 - Recommended Practice for E-Invoice Business Using Blockchain Technology
● P2143.2 - Standard for Cryptocurrency Payment Performance Metrics
● P2143.3 - Standard for Risk Control Requirements for Cryptocurrency Payment
● P2144.2 - Standard for Functional Requirements in Blockchain-based Internet of Things (IoT) Data Management
● P2144.3 - Standard for Assessment of Blockchain-based Internet of Things (IoT) Data Management
● P2145 - Standard for Framework and Definitions for Blockchain Governance
● P2146.1 - Standard for Entity-Based Risk Mutual Assistance Model through Blockchain Technology
● P2146.2 - Standard for External Data Retrieval of Blockchain for Risk Mutual Assistance Model
● P2418.1 - Standard for the Framework of Blockchain Use in Internet of Things (IoT)
● P2418.3 - Standard for the Framework of Distributed Ledger Technology (DLT) Use in Agriculture
● P2418.4 - Standard for the Framework of Distributed Ledger Technology (DLT) Use in Connected and Autonomous Vehicles (CAVs)
● P2418.5 - Standard for Blockchain in Energy
● P2418.6 - Standard for the Framework of Distributed Ledger Technology (DLT) Use in Healthcare and the Life and Social Sciences



IEEE-SA: 55+ Standards Efforts in Blockchain/DLT11

Standards Under Development (2/3):
● P2418.7 - Standard for the Use of Blockchain in Supply Chain Finance
● P2418.8 - Standard for Blockchain Applications in Governments
● P2418.9 - Standard for Cryptocurrency Based Security Tokens
● P2418.10 - Standard for Blockchain-based Digital Asset Management
● P2677.1 - Standard for Blockchain-based Omnidirectional Pandemic/epidemic Surveillance: Overarching Framework
● P2677.10 - Standard for Blockchain-based Omnidirectional Pandemic/epidemic Surveillance: Access to Personal Data
● P2677.11 - Standard for Blockchain-based Omnidirectional Pandemic/epidemic Surveillance: Access to Telecommunications Data
● P2677.12 - Standard for Blockchain-based Omnidirectional Pandemic/epidemic Surveillance: Access to Transportation Data
● P2677.20 - Standard for Blockchain-based Omnidirectional Pandemic/epidemic Surveillance: Requirements for Blockchain Infrastructure
● P2677.21 - Standard for Blockchain-based Omnidirectional Pandemic/epidemic Surveillance: Requirements for Peer-to-Peer Storage Infrastructure
● P2677.22 - Standard for Blockchain-based Omnidirectional Pandemic/epidemic Surveillance: Requirements for Grid Computing Infrastructure
● P2677.30 - Standard for Blockchain-based Omnidirectional Pandemic/epidemic Surveillance: Personal Application Programming Interface
● P2677.31 - Standard for Blockchain-based Omnidirectional Pandemic/epidemic Surveillance: Healthcare Application Programming Interface
● P2677.32 - Standard for Blockchain-based Omnidirectional Pandemic/epidemic Surveillance: Government Application Programming Interface



IEEE-SA: 55+ Standards Efforts in Blockchain/DLT12

Standards Under Development (3/3):
● P3201 - Standard for Blockchain Access Control
● P3202 - Standard for Capability Evaluation Requirements of Blockchain Practitioners
● P3203 - Standard for Blockchain Interoperability Naming Protocol
● P3204 - Standard for Blockchain Interoperability - Cross Chain Transaction Consistency Protocol
● P3205 - Standard for Blockchain Interoperability - Data Authentication and Communication Protocol
● P3206 - Standard for Blockchain-based Digital Asset Classification
● P3207 - Standard for Blockchain-based Digital Asset Identification
● P3208 - Standard for Blockchain-based Digital Asset Exchange Model
● P3209 - Standard for Blockchain Identity Key Management
● P3210 - Standard for Blockchain-based Digital Identity System Framework
● P3211 - Standard for Blockchain-based Electronic Evidence Interface Specification
● P3212 - Standard for Blockchain System Governance Specification
● P3214 - Standard for Testing Specification of Blockchain Systems
● P3800 - Standard for a data-trading system: overview, terminology and reference model
● P3801 - Standard for Blockchain-based Electronic Contracts
● P3802 - Standard for Application Technical Specification of Blockchain-based E-Commerce Transaction Evidence Collecting
● P3803 - Standard for Household Appliance Customer Data Assetization and Commercialization Requirements
● P3806 - Standard for Blockchain-based Hepatobiliary Disease Data Extraction and Exchange



P2145’s Mission
1. Research and publish a definitive set of terms 

(vocabulary) for discussing “Blockchain / DLT 
Governance” with rigor and shared meaning

2. Research and publish standards on DLT Governance 
practices, maturity levels, and processes 

3. Coordinate all standards work with other SDOs
4. Communicate DLT Governance standards and 

practices to the wider community of developers and 
users



Open
Source 
Standards

Via IEEE SA Open, a 
GitLab program

● Free standards

● Transparent standards 
development process

● Anyone globally can 
contribute, view, and use



Sub-Group on 
Governance 
and 
Lexical 
Standards

To identify and share a common 
vocabulary and to define Lexical 
Standards for Blockchain Governance 
terms and identify DLT Governance 
Design Patterns across public, private, 
permissioned, permissionless, and 
hybrid blockchain ecosystems. 

Standards bodies this sub-group is coordinating with: 
ISO, INATBA



Phase 1: 

Scoping & 
Requirements 
Gathering

Produce first lexical 
publication

Lexical Sub-Group’s First Publication

Phase 2:

Research & 
Development
Definitions

- Bottom up
- Top down

Design Patterns

- Comparative 
analysis

Phase 3:

Peer Review & 
Public Release
Internal review

External review

Public release



Lexical Subgroup: 

DLT 
Governance 
Design 
Patterns

Objectives
1. Explore possible design patterns along 6 

blockchain aspects:
- Human
- Smart contract
- Network
- Tokenomic / Incentive
- Source code
- System configuration

2. Study existing chains and protocols to 
understand how governance is implemented 
today

3. Propose patterns to be included in the standard



- Bitcoin
- Dash
- Ethereum 2
- Ethereum Mainnet
- Hyperledger Fabric 2 
- Hyperledger Iroha
- Hyperledger Sawtooth 

So Far

- Data collected on 13 chains
- Each governance aspects covered 

(>80%)
- ~3/4 permissionless chains

Chains Studied

DLT Governance Design Patterns

- IOTA Tangle
- Lumedic 
- Matic
- Nano
- Polkadot
- R3 Corda
- Near
- More...

Objectives
1. Explore possible design 

patterns along 6 blockchain 
aspects:

- Human
- Smart contract
- Network
- Tokenomic / Incentive
- Source code
- System configuration

2. Study existing chains and 
protocols to understand 
how governance is 
implemented today

3. Propose patterns to be 
included in the standard



Lexical Subgroup: 

DLT 
Governance 
Terms

To identify and standardize a common 
vocabulary for terms related to the 
governance of blockchain and distributed 
ledger systems.



Bottom up
▪ Review of terms and definitions that are already 

published, or commonly used in the industry, to 
identify Blockchain Governance terms

Top-down 
▪ Create a conceptual framework / categories for 

Blockchain Governance, Identify terms within those 
categories

Approach

Lexical Subgroup: 

DLT 
Governance 
Terms



Lexical Subgroup: 

Our process 

Compile terms
▪ Standards bodies’ publicly available sources
▪ Design patterns research
▪ Other independent research

Filter terms using following criteria for 
inclusion

▪ Terms that are not sufficiently defined by 
other standards bodies

▪ Terms that are essential to understanding of 
governance

Review term definitions, update if needed   



Lexical Subgroup: 

Numbers 

▪ 528 terms

▪ 12+ Sources including
⬞ ISO/TC 307/WG 1 Foundations
⬞ ANSI X9.138-2020
⬞ Various Glossaries
⬞ 13 chains from the Design Pattern 

Research
⬞ Interoperability Group 

▪ 150 terms reviewed
⬞ 18 terms marked to be adopted 
⬞ 15 terms are under discussion
⬞ Remaining terms are excluded 



https://docs.google.com/spreadsheets/d/1RIbhMJI77WB3LXa7rsLyhsj2lhQ5_SjHtva7vQsNYvI/edit#gid=293744581


Top-down 
▪ What is Blockchain Governance? 

⬞ Create a conceptual framework / categories for 
Blockchain Governance, Identify terms within 
those categories

▪ Different aspects of Blockchain Governance 
⬞ e.g. system lifecycle, system layers, off-chain vs. 

on-chain
▪ Different features of Blockchain system 

⬞ e.g. consensus, incentives, security, immutability 

Approach

Lexical Subgroup: 

DLT 
Governance 
Terms



“Governance” Definitions

Merriam-Webster the act or process of governing or overseeing the control and 

direction of something (such as a country or an organization)

Institute on Governance Governance is how society or groups within it, organize to make 

decisions

DLT Governance Lexical 

Framework DRAFT PROPOSAL

Governance is the method by which a collective makes decisions 

for its members

Governance of the Internet's 

Second Era

When we use the word "governance" we mean stewardship, 

which involves collaborating, identifying common interests, and 

creating incentives to act on them. We do not mean government, 

which involves legislating and regulating behavior and punishing 

those who misbehave.

https://www.merriam-webster.com/dictionary/governance
https://iog.ca/what-is-governance/
https://docs.google.com/document/d/1h7OMB2Oztuy8OV1vEYvFF2NI_9gFwIjXolTnpUS2hPc/edit?usp=sharing
https://docs.google.com/document/d/1h7OMB2Oztuy8OV1vEYvFF2NI_9gFwIjXolTnpUS2hPc/edit?usp=sharing
http://gsnetworks.org/wp-content/uploads/Governance-of-the-Internet-2d-Era_BRI_2017.07.28-v.6.pdf
http://gsnetworks.org/wp-content/uploads/Governance-of-the-Internet-2d-Era_BRI_2017.07.28-v.6.pdf


Governance 
Definition

1. Governance is needed for Dynamic Systems

2. Governance is about providing control/direction

3. Governance is about decision (rule) making

4. Governance is about organizing, coordinating, 
collaborating to make decisions (rules)

The entities involved may be humans or machines  

Key Takeaways



Governance 
Key Questions

1. What is the Governance for? 
2. Who are governed, who makes decisions)?
3. How are decisions made, what is the process? 
4. How are the decisions codified?
5. How are decisions executed and enforced? 
6. Why it matters?

Also:
7. What are the incentives for decision makers / 

followers?
8. What could go wrong? Risk/issue management



Governance Dimensions

• How 
decisions are 
codified

• How are 
decisions 
executed, 
enforced

• How are 
decisions 
made

• Who makes 
decisions, 
who is 
impacted

People Process

PolicyPractice

Membership, 
Responsibility,
Accountability,
Incentives

Consensus 
mechanism

Standards, Policies,
Legal Contracts, 
Informal 
agreements

Rewards,
Consequences,
Risk, Issue 
management



Governance Application to various areas

• Technology Layers 
• Features 
• Design 

considerations

• Who/how is 
Governance 
structure, process 
etc. defined?

• Business model
• Consortium, 

Ecosystem
• Objectives / 

Requirements 

• Envision
• Execute
• Enhance

Lifecycle Business

TechnologyGovernance

People Process

PolicyPractice

Governance





Sub-Group on 
Reputation

To identify and share a common 
vocabulary for Reputation in the 
context of Blockchain Governance – 
including terms across public, private, 
permissioned, permissionless, and 
hybrid blockchain ecosystems.

Approach and Deliverables
▪ Refining terms
▪ Scope video

⬞ Will be seeking feedback 













Sub-Group on 
Governance 
and 
Interoperability

To identify and share a common 
vocabulary for Blockchain Governance 
Interoperability terms across public, 
private, permissioned, permissionless, 
and hybrid blockchain ecosystems. 

Coordinating with: IEEE Work Group 1 (Foundations), 
Work Group 5 (Governance) and Study Group 7 
(Interoperability)



Interoperability: 
Our Process

● How did we gather terms?
● Criteria

○ Our desired term is something we would need if 
exploring blockchain/governance/interoperability

○ Our desired term is not defined elsewhere, by 
another standards body

○ Share short list with the main group, 
WG5/Governance, WG1/Foundations, 
SG7/Interoperability, etc.

● Stats 

○ Identified 54 candidate terms, 30 to the main 

group, 23 for our group.  All submitted to the 
Lexical Sub Working group for 
consideration/publication



Visual of Interoperability Terms Spreadsheet



Interoperability: 
Mindmap - 
Interoperability 
Governance

https://bubbl.us/11788757


Thank you!

Questions, please.


