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• Introduction: the context, the stack, the format 

•The 17 design principles 

•The “dry” (technical) principles #1-7 

•The “wet” (humanistic) principles #8-14 

•The more general principles #15-17 

•Q & A

AGENDA



Introduction

https://trustoverip.org/wp-content/uploads/Design-Principles-for-the-ToIP-Stack-V1.0-2022-01-17.pdf

A critical core deliverable for ToIP in 2021!



•WHAT are design principles & WHY do we need them?

The context

Scientific 
Laws

Best 
Practices

Design Principles



•WHAT are we 
designing ?

The stack



•HOW are we presenting them?The format
1. A memorable name

2. A concise statement

3. Further 
elaborate the 

principle

4. How it applies to 
the ToIP stack design 5. A table summary of how it 

applies to ToIP stack design



Let’s get started



Design principle #1

•The End-to-End Principle
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Design principle #2

•Connectivity Is Its Own Reward
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Design principle #3

•The Hourglass Model



Design principle #3

•The Hourglass Model



Design principle #3

•The Hourglass Model



Design principle #4

•Decentralization by Design and Default
• Internet is decentralized by its original design 

• Reliability to withstand disasters 

• Peer-to-peer connectivity without controlling intermediaries 

• … but the benefits of decentralization are eroding 

• The rise of large centralized service architectures where we spend most 
of our online time 

• They may have high ROI in the short term 

• But they introduce vulnerability, single points of failure  

• Distort communication among peers  

• Open up to market, cilvil liberty and other abuses 

• … and that ultimately diminishes our trust in the Internet 
technology
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Design principle #5

•Cryptographic Verifiability

Authenticity Integrity • The original Internet is inherently insecure 

• Add-on enhancements are “overlays” for specific types of 
communications 

• E.g. IPSec, SSL/TLS, DNSSec, each has its own limitations 

• And rely on centralized X.509 PKI 

• Has severe limitations for adoption beyond server-centric deployment 

• Shares many ills of a centralized system 

• We need new authenticity and integrity capabilities that 
can be universally applied to common Internet services



Design principle #5

•Cryptographic Verifiability



Design principle #6

•Confidentiality by Design and Default
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Design principle #7

•Keys at the Edge 

• From the design principles of 

• End-to-End Principle 

• Cryptographic Verifiability 

• Confidentiality by Design and Default 

• We can logically conclude that keys should be kept at the edge 

• Edge Wallets vs. Cloud Wallets



Design principle #7

•Keys at the Edge



Design principle #8

•Trust is Human
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Design principle #9

•Trust is Relational
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Design principle #10

•Trust is Directional
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Design principle #11

•Trust is Contextual
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Design principle #12

•Trust has Limits
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Design principle #13

•Trust can be Transitive
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Design principle #14

•Trust and Technology has Reciprocal Relationship
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Design principle #15

•Design for Ethical Values 

• It’s a First Principle 

•Values of safety, privacy, autonomy 

•Values of accessibility, reliability, functionality & economics 

•Values of happiness, creative pursuits, and other inspirations



Design principle #15

•Design for Ethical Values



Design principle #16

•Design for Simplicity
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•Design for Simplicity



Design principle #17

•Design for Constant Change
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Q & A

1. The End-to-End Principle 

2. Connectivity is Its Own Reward 

3. The Hourglass Model 

4. Decentralization by Design and Default 

5. Cryptographic Verifiability 

6. Confidentiality by Design and Default 

7. Keys at the Edge 

8. Trust is Human 

9. Trust is Relational 

10.Trust is Directional 

11. Trust is Contextual 

12.Trust has Limits 

13.Trust can be Transitive 

14.Trust and Technology has a Reciprocal Relationship 

15.Design for Ethical Values 

16.Design for Simplicity 

17. Design for Constant Change


