
Falcon: Self Sovereign Consent 

DNA (Bit Arrays/Bitmaps)

>> Assumption Blaster

Access/Use [share + send] Component
(Abstracted Component):

• Scales
• Across all Jurisdictions
• Across all Uses of Information
• All Businesses
• Supports all Tech
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Assumption Blaster:
• Consumers can’t know what 3rd Parties 

are using data
• Solutions can’t adhere to all regulations
• We can’t support asynchronous Identity
• Stored data can’t be used the same as 

transactional data
• Consistent legal language is impossible
• Frequency capping isn’t feasible 

Falcon: Self Sovereign Consent 

DNA (Bit Arrays/Bitmaps)
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Solving the world’s privacy + information rights issues… 

through the cunning use of paper! 

Member 
Agreement

(producer)

Affiliate 
Agreement

(consumer)

Privacy Co-op: A Market Place
• Help Businesses find and grow opt-in
• Help Consumers find value in their rights



Managing #informationRights for relationships

Predicate (all 3):

• Organization: Business, 
Government Agcy, etc.

• Program: Legal Secondary 
Uses of Information

• Jurisdiction: Sovereign Region 
Regulating Data Use

Subject:

• Person: CBLF 
• Place: Shop, Event, 

Browser
• Thing: SIM, TV, 

Tree, Browser

Relationship Use

De-Identified
— OR —

(Re-)Identified

Scarce Resource with Competing Rights

Individually
— OR —

Aggregate
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Privacy Co-op.com
Facebook

Buxton School
UMDF

Southern Company
Amazon
Twitter

Bank of America
Fidelity

Fannie Mae
Freddie Mac

Fandango
Fox News

Forbes
FedEx

Google
General Electric
General Motors

General Foods
General Mills

Gillette Stadium
Gillette

Procter & Gamble
Goodyear
Goodrich

Gulf Oil
Aetna

Allstate
American Express

Apple Computer 
AT&T
Aflac

Albertson\s
AES

Agilent Technologies

all_out all_in relevant ads
hwy safety 

studies
targeted ads browserAds

telecom
fraud

A

J

R

AE

1 4 6
Organizations

Programs (Legal Secondary Uses of Information)

0

1

1

0

1

0 0

Default values from initial Regs
Adopting businesses change by Policy
Based on Regs + Privacy Policy
User changes by 

business, program, intersection
Users can All In/Out change

Predicate Grid
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Default
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Default
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In this way…

Data collected today can be used in compliance with Programs defined 50 years from now
Data collected 50 years from now can be used in compliance with Programs existing today
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Default
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Default
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Default

Z = 0

Z = 1

GDPR
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Default

GDPR

CCPA
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Default

GDPR

CCPA

NDPR

US PA-74

J4
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NDPR

CCPA

GDPR

Default

US PA-74
J4
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NDPR
US PA-74

J4

CCPA
GDPR
Default
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NDPR
US PA-74

J4

1

1
CCPA 0
GDPR 1
Default 1

If calling party doesn’t specify a jurisdiction…

= 0 (that business can’t use
that data for that program)
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NDPR
US PA-74

J4

1

1
CCPA 0
GDPR 1
Default 1

If calling party does specify a jurisdiction…

= 1 (that business may use
that data for that program)
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NDPR
US PA-74

J4

1

1
CCPA 1
GDPR 1
Default 1

If user opts-in, all bits get flipped

= 1 (that business can use
that data for that program)
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NDPR
US PA-74

J4

0

0
CCPA 0
GDPR 0
Default 0

If user opts-out, all bits get flipped

= 0 (that business can’t use
that data for that program)
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NDPR
US PA-74

J4

0

0
CCPA 0
GDPR 0
Default 0

If user globally opts-out for the company…

= 0 (that business can’t use
that data for that program)

J1

0

0
0
0
0
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NDPR
US PA-74

J4

1

1
CCPA 1
GDPR 1
Default 1

= 1 (that business can use
that data for that program)

J2

1

1
1
1
1

If user globally opts-in for the company…
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Default

GDPR

CCPA

NDPR

US PA-74



=
30 2c 30 2c 30 2c 31 2c 31 2c 31 2c 30 7c 0a 31 2c 30 2c 31 
2c 30 2c 31 2c 30 2c 31 7c 0a 31 2c 31 2c 31 2c 30 2c 30 2c 
30 2c 31 7c 0a 30 2c 31 2c 30 2c 31 2c 30 2c 31 2c 30 7c 0a 
30 2c 30 2c 30 2c 31 2c 31 2c 31 2c 30 7c 0a 31 2c 30 2c 31 
2c 30 2c 31 2c 30 2c 31 7c 0a 31 2c 31 2c 31 2c 30 2c 30 2c 
30 2c 31 7c 0a 30 2c 31 2c 30 2c 31 2c 30 2c 31 2c 30 7c 0a 
30 2c 30 2c 30 2c 31 2c 31 2c 31 2c 30 7c 0a 31 2c 30 2c 31 
2c 30 2c 31 2c 30 2c 31 7c 0a 31 2c 31 2c 31 2c 30 2c 30 2c 
30 2c 31 7c 0a 30 2c 31 2c 30 2c 31 2c 30 2c 31 2c 30 7c 0a 
30 2c 30 2c 30 2c 31 2c 31 2c 31 2c 30 7c 0a 31 2c 30 2c 31 
2c 30 2c 31 2c 30 2c 31 7c 0a 31 2c 31 2c 31 2c 30 2c 30 2c 
30 2c 31 7c 0a 30 2c 31 2c 30 2c 31 2c 30 2c 31 2c 30 7c 0a 
30 2c 30 2c 30 2c 31 2c 31 2c 31 2c 30 7c 0a 31 2c 30 2c 31 
2c 30 2c 31 2c 30 2c 31 7c 0a 31 2c 31 2c 31 2c 30 2c 30 2c 
30 2c 31 7c 0a 30 2c 31 2c 30 2c 31 2c 30 2c 31 2c 30 7c 0a 

Business growth for 20 years
Program growth for 20 years
Regulation growth of 10x 
Still under 84kB

Consent DNA

You can't access the internet without using DNS.
Shouldn't companies not be allowed to profit from your data without using CNS?
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Default values from initial Regs
Adopting businesses change by Policy
Based on Regs + Privacy Policy
User changes by 

business, program, intersection
Users can All In/Out change

Predicate Grid



Thank you
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